
Cyber Security

SENECA S.r.l.

CERTIFICATE
SECURITY TESTS – DECEMBER 2024

Manufacturer: Seneca S.r.l.

Tested Products:
• FAMILY Z-TWS4-RT Release firmware 3.1.0.0
• FAMILY Z-PASS1-RT Release firmware 3.1.0.0
• FAMILY Z-PASS2-RT Release firmware 3.1.0.0
• FAMILY R-PASS Release firmware 3.1.0.0
• FAMILY SSD Release firmware 3.1.0.0

Methodologies:
• MITRE Common Weakness Enumeration
• OWASP Web Security Testing Guide
• The Open Source Security Testing Methodology Manual
• Common Vulnerability Scoring System - CVSS v3.1
• IEC62443-4-2

Test Phases:
• Information gathering
• Vulnerability assessment
• Exploitation
• Reporting

Test Results: tests passed, some with recommendations.

Date: 05/12/2024

Testing Entity: Logos Technologies S.r.l., Via Felisati 61 30171 Mestre (VE), 03082570270
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