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ATTENTION!

Contact your telephone provider for information on GSM and GPRS service costs. It is best to
quantify log and SMS costs before setting up and installing Z-GPRS3, Z-UMTS, Z-LOGGER3.

The use of Z-GPRS3 and Z-UMTS is in data roaming mode (for example, abroad with an Italian
SIM card) may generate unexpected costs. Contact your telephone provider for further
information.

IN NO CASE MAY SENECA OR ITS SUPPLIERS BE HELD LIABLE FOR ANY LOSS OF DATA, INCOME OR
PROFIT DUE TO INDIRECT, CONSEQUENTIAL OR INCIDENTAL CAUSES (INCLUDING NEGLIGENCE)
DERIVING FROM OR CONNECTED WITH THE USE OR INABILITY TO USE Z-GPRS3, Z-UMTS AND Z-
LOGGER3, EVEN IF SENECA WAS INFORMED ABOUT THESE POSSIBLE DAMAGES.

SENECA, ITS SUBSIDIARIES OR AFFILIATES OR GROUP PARTNERS OR DISTRIBUTORS AND SENECA
DEALERS DO NOT GUARANTEE THAT THE FUNCTIONS FAITHFULLY MEET THE EXPECTATIONS AND
THAT Z-GPRS3, Z-UMTS AND Z-LOGGERS3, ITS FIRMWARE AND SOFTWARE ARE FREE FROM
ERRORS OR FUNCTION UNINTERRUPTEDLY.

SENECA HAS TAKEN THE UTMOST CARE AND CAUTION IN DRAFTING THIS MANUAL. HOWEVER,
IT MAY CONTAIN ERRORS OR OMISSIONS. SENECA SRL RESERVES THE RIGHT TO MODIFY
AND/OR VARY PARTS OF THIS MANUAL TO CORRECT ERRORS OR TO ADJUST TO PRODUCT
FEATURE CHANGES WITHOUT ANY PRIOR NOTICE.

ATTENTION!

-Contact your telephone service provider for GSM and GPRS service costs especially when using
Z-GPRS3 or Z-UMTS with a sim card issued by a country other than the one in which it is used
(international roaming).

-It is best to estimate telephone costs before setting up Z-GPRS3 and Z-UMTS.
-The cost of each SMS is set by the telephone service provider.

-GPRS send/receive costs can be tied to Kbytes sent/received, a monthly ceiling included in a
package or GPRS connection time. Contact your telephone service provider for further
information.

-Check the data quantity sent via GPRS and SMS before using Z-GPRS3 and Z-UMTS.

Please remember that mobile phone service providers consider the entire communication that
permits file transmission as data traffic (and therefore data transmission overhead, the number
of connection attempts, etc. must also be included in the count) and not just the dimensions of
each 2G/3G transaction.
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1. PRELIMINARY INFORMATION ON SEAL

Further information about SEAL can be found in the SEAL Quick Guide and the SEAL online help; further
information on Z-GPRS3, Z-UMTS and Z-LOGGER3 can be found in the user manual.

The sample setting refers to Z-GPRS3 but it is the same for the other RTUs.

2. PURPOSE OF THE GUIDE

The purpose of the guide is to configure SEAL so that emails are sent using a SSL protected connection.

This way it is possible to send emails using @gmail.com as a sending address.

3. SENDING EMAILS WITH THE "SMTP.GMAIL.COM" SERVER

Sending emails using the Gmail SMTP server is possible only if a safe connection is used (SSL on 465 port).

First of all, it is necessary to allow access from applications not using the OAuth 2 protocol otherwise the
gmail server will not accept any emails sent by the RTUs.

To do this, log into gmail:
Google

Accedi per aggiungere un altro account

I
o o

Serve aiuto?

Accedi con un altro account

Click on "Personal Account":
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Account personale

Click on App and connected sites:

Account personale

La pagina Account personale ti permette di accedere rapidamente alle impostazioni e agli strumenti che consentono di proteg
come sfruttare le tue informazioni per rendere gli strumenti e i servizi di Google piu utili p

- Informazioni personali

B Accesso e sicurezza > 5 : > ar
® ¢ privacy

Controlla le impostazioni relative alla tua Gestisci le tue impostazioni di visibilita e i dati che Imposta

password e all'accesso all'account. utilizziamo per personalizzare la tua esperienza. che ti se

Accesso a Google | tuoi dati personali Lingua e

Attivita del dispositivo e notifietre Gestisci le tue attivita su Google Accessit

App e siti collegati Impostazioni annunci Il tuo spi
Controlla i tuoi contenuti Eliminai

#™ W cControllo sicurezza

And allow access to less secure apps:
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Accesso e sicurezza

App e siti collegati

App collegate al tuo account

Assicurati di utilizzare ancora queste app e che desideri ancora tenerle
collegate.

GESTIONE APPLICAZIONI

Password salvate

Nessuna password sincronizzata

\ ULTERIORI INFORMAZIONI

Consenti app meno sicure: ON [ ]

Alcuni dispositivi e app di terze parti utilizzano tecnologie di accesso meno
sicure, che potrebbero rendere vulnerabile il tuo account. Puoi disattivare
I'accesso per queste app (soluzione consigliata) oppure decidere di utilizzarle
nonostante i rischi

4. SENDING EMAILS USING PUBLIC SMTP SERVERS THAT SUPPORT SSL
(example GMAIL) (ONLY Z-GPRS3 and Z-UMTS)

Using Z-GPRS3 and Z-UMTS it is possible to send emails using public servers that support SSL.

For this to be possible, the following requirements must be met:

A) Connection via GSM/GPRS modem and NOT via Ethernet
B) GMS/GPRS connection without PPP (therefore not always active)

The steps necessary to set it up are the following (example for the gmail.com smtp server):

1) Enable the GSM/GPRS modem and disable the PPP connection:
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@ Modem GSM Configuration - X

GSM ;~.~u@;~x;>-aiHH!

General | SMS GPRS | Advanced

Enable GPRS Service [[] Enable PPP [ Enable RTC Sync

GPRS Access Point Name
APN ibox tim it ]
] APN Authentication Required

(2] APPLY CANCEL

2) Configure the parameters connecting to the gmail server by activating the SSL connection,
port 465 and remembering to repeat the email address of the RTU in the Username:

@ CLOUD Clouding Services Configuration — X

'CLOUD

General SMTP Client | FTPClient | HTTP Client

RTU E-Mail Address lacrai com
Mobile (GSM-GPRS)
Outgoing E-Mail Server Address Port 1465 $

Authentication Required User Name
Protect Connection (SSL) Password ||

[7) APPLY CANCEL

ATTENTION!

Since the use of SSL to send emails does not allow an always active connection, webserver and
modbus TCP-IP server will work only via the ethernet port and NOT via the modem.




